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INamaTKa nada odyuarmmmxcd 00 nHGopMaIMoOHHOH
0e30NaCHOCTH AeTel

HEJ/Ib351

1. Bcem mozpsinz cooOijaTh CBOIO YacTHYH HH(OPMALNIO
(Hacrosue ums, hamunuio, TesieoH, aApec, HOMep ILIKOJbI, a
Takke (oTorpadu CBOM, CBOeU CeMbU U [Ipy3eit).

2. OTKpbIBaTh BJIOKEeHHbIE (Paiijibl 3JIEKTPOHHOMW TMOYTHI, KOT/1a
He 3Haelllb OTIPABUTeJIS.

3. I'pybuth, NpuaMpaThCsi, OKa3biBaTh JIaB/ieHHe — BeCTH cedst
HEBEK/IMBO U arpeCcCUBHO.

4. He pacniopsbkaiicsi leHbraMu TBOeil ceMbM 6e3 pa3pereHus
CTaplIXX — BCerja CrpalvBau pOAUTENeN.

5. He BcTpeuaricsi ¢ VIHTepHeT- 3HAKOMBIMH B peajibHOU XKHU3HU
- IOCOBETYMCSI CO B3POC/IbIM, KOTOPOMY [l0Bepsielllb

OCTOPOJXXHO

1. He Bce mmuyt mnpaBAy. Uuraembs o cebe HermpaBAy B
VHTepHeTe — cooOImM 00 3TOM CBOMM  POJAUTE/ISIM WA
OMeKyHaM.

2. TlpurnamarT TepenuchiBaThCs, WUrpaTh, OOMEHUBATLCS —
MpOBEpb, HEeT JIX MOJBOXa

3. He3akoHHoe komupoBaHue (annoB B VIHTepHeTe -
BOPOBCTBO.

4. Bcerpa paccka3sbiBaii B3pOC/IbIM O TIpoO/ieMax B CETH — OHHU
BCer/ia MoOMOT'yT.

5. Vcnonb3yi HacCTPOMKKU 6e301acHOCTH U MPUBATHOCTH, UTOObI
He TIOTepsITb CBOW aKKayHTbl B COLICETSIX U APYTUX MOpTasax.

MOJXHO

1. YBakau Jpyrux IoJyib30BaTesien

2. Tlonb3yelbcss VIHTEPHET-UCTOUHUKOM — Jleflali CChUIKY Ha
Hero

3. OTKpbIBali TOJILKO Te CChIIKH, B KOTOPBIX YBepeH

4. O61IaTbCs 3a TIOMOII[BI0 B3POC/IBIM — POJUTE/H, OTIEeKYHbI 1
aZIMUHUCTpALIUs CAalTOB BCerjjla TIOMOTYT.

5. Ilpoiigu obyueHue Ha caiite «CeTeBUYOK» U TIOJTYUH MACTIOPT
1IM(ppoBOro rpakjaHuHa!

NudopmanmonHas naMaTKa
1A 00yJAIoNIUXCH 14 pa3MeleHUs Ha
oynuanbHbIX MHTEpHET-pecypcax

C KaxAbIM TOLOM MOJIOLEeXU B HWHTEpPHeTe CTaHOBUTHCS
Oonbllle, a IIKOJBHUKKA OJHA W3 CaMbIX AKTUBHBIX
nonb3oBatesied PyHera. Mexay TeM, NOMHMMO OrPOMHOIO
KO/TMUeCcTBa BO3MOXKHOCTeM, WHTEPHeT HeceT W MpobsiemMbl. JTa
raMsITKa ZI0/bKHA TIOMOYb Tebe 6e301acHO HaXOAUThCS B CETH.

KomribroTepHbie BUPYChI

KoMIbloTepHbIN BUPYC — 3TO Pa3sHOBUAHOCTb KOMITbHOTEPHBIX
MporpaMM, OT/IMUUTE/IbHOM O0COOEHHOCThIO KOTOPOM SIBIISIETCS
CTMIOCOOHOCTH K Pa3MHO>KEHUIO.

B  fonosHeHWe K 3TOMY, BUPYCbl MOTYT IIOBPeJWUTb WIU
MOJIHOCTBI) ~ YHUUYTOXUTb  BCe  (auabl U [laHHBbIe,
TIOJKOHTPOJ/IbHbIE TI0/Ib30BaTe/M0, OT WMEHU KOTOporo Oblia
3amyllleHa 3apakéHHas MporpamMma, a TakXe IOBpeuTh WIU
Jla)Ke YHUUTOXKUTh OMNepaLjMOHHY0 CUCTeMY CO BCeMH (¢aitiamMu
B 1[eioM. B GosbIIMHCTBe cylydaeB pPaclpOCTPaHSIIOTCS BUPYChI
yepe3 UHTepHeT.

MeTo/ib1 3aIUTHI OT BPeJOHOCHBIX TIPOrPaMM:

1. Vcronb3yli COBpeMeHHble OrepaldOHHble CUCTeMBI,
MMeRoll[Me CepbE3HbId YpPOBeHb 3alllUThl OT  BPeJOHOCHBIX
rporpamm;



2. TlocTositHHO ycTaHaBAWBaW MadTv (LUdpOBbLIe 3arljaTKU,
KOTOpble aBTOMaTUUeCK! YCTaHaBIUBAIOTCS C Lieibl0 10pa0TKU
MporpaMmbl) W Jpyrue OOHOBJEHHSI CBOei OrepariMoHHOMN
cucteMmbl. CkauuMBali HX TOABKO C OGHUIMAIBHOIO CalTa
pa3pabotumka OC. Eciu CyillecTByeT pe)KuM aBTOMaTHUUeCKOT o
00HOBJIEHUS, BK/IIOUH €I0;

3. Paborali Ha CBOeM KOMIIbIOTEpE 1o/, TIpaBaMu
M0JIb30BaTeNs, a He aJMHUHUCTpaTopa. JTO He  II03BOJIUT
OOMBIIMHCTBY BPEAOHOCHBIX ITPOrpPaMM WHCTA/TMPOBAThCS Ha
TBOEM MEePCOHA/IbHOM KOMIIBIOTEDE;

4. Wcnonb3y aHTUBUPYCHbIE MPOrpaMMHbI€  TPOAYKTHI
W3BECTHBIX MPOM3BOJIUTE/IEM, C AaBTOMaTHUYeCKUM OOHOBIEHUEM
6as;

5. OrpaHuub (U3NYECKUM [OCTYIl K KOMIIBIOTEpY [/
MOCTOPOHHUX JTUL;

6. MWcnonb3yil BHelllHWe HOCUTeNM WHGOpPMalUM, Takuhe KakK
dbaemika, AUCK wid  (aiin U3 VHTepHeTa, TOMbKO U3
TIPOBEPEHHBbIX UCTOYHUKOB;

7. He oOTKpbIBail KOMITbIOTEDHbIE (paii/ibl, TOTyUYeHHbIe U3
HeHaJE&XHbIX UCTOUHUKOB. [laxke Te (haiiibl, KOTOpbIe TIPUC/IA/
TBOW 3HAKOMbIi. Jlyullle yTOUHU y HETo, OTIIPABJIS/I /i1 OH Tebe
UX.

Cetu WI-FI

Wi-Fi - 310 He BU/J nepefjaud [aHHbIX, HE TeXHOJIOTHS, a BCero
muiib OpeHj, Mapka. Eme B 1991 ropy — HMzaepnaHACKas
KOMITaHusI 3apeructpupoBana opery « WECA», uto o603Hauano
cnoBocouetanre «Wireless Fidelity», KOTOpbIM TepeBOAUTCS
KakK «0ecripoBoiHast TOUHOCTD.

o Hamero BpeMeHU JoIIa JApyras abbpeBuarypa, KoTopast
ABJISIETCSI TAKOM >Ke TexXHomoruel. 3to abbpeBuarypa «Wi-Fi».
Takoe Ha3BaHMWe OBIIO AAHO C HaMEKOM Ha CTaH/AAPT BBICIINA
3ByKOBOU TexHuKU Hi-Fi, 4To B mepeBo/le 03HauaeT «BbICOKast
TOUHOCTb». [la, OecriaTHBIA UHTEPHET-AOCTYII B Kade, oTemsx

Y a3pornopTax SB/seTCS OTJIWYHOM BO3MOXXHOCTBIO BbIXO/la B
vHTepHeT. Ho MHOTrHe 3KCrepThl CUMTAIOT, UTO 00IIleI0CTYITHbIe
Wi-Fi ceTHu He ABISIIOTCS

Oe30MacHBIMU.

CoBeTnlI 110 Oe30macHOCTH paboTe B 00IIIeJOCTYITHBIX CETSIX
Wi-fi:

1. He nmepenaBaii CBOWO J/MUHYH UWHGOpPMaLMIO uepe3
obmenoctynHbie Wi-Fi cetu. PaboTas B HMX, >KejlaTe/JIbHO He
BBO/IUTB I1apPOJIU JOCTYTA, JIOTUHBI U KAKKUEe-TO HOMepa;

2. Wcnonp3yit W OOHOB/SIH aHTUBUPYCHBIE TIPOTPaMMbI U
Opanamaysp. Tem cambiM Thl 00e30macuIlb ceOsi OT 3aKauKh
BHpYCa Ha TBOe yCTPOMCTBO;

3. Tlpu ucnonb3oBanur Wi-Fi oTkmtoun QyHkimio «OO61uit
JIOCTYTI K (haiiiaM ¥ rpuHTepam». JlaHHast yHKIIWS 3aKpbITa 110
YMOJIUaHUIO, OJHAKO HEKOTOpBIe M0JIb30BaTe/Id aKTUBUPYIOT eé
J71s1 yaoOCTBa UCITONMb30BaHus B paboTe wiu yueOe;

4. He ucnone3yit nybauunbii WI-FI asa mepepaud MTUUHBIX
JlaHHbIX, HampuMep [/ BbIXOJAa B COLMA/IbHbIe CETH WU B
3JIEKTPOHHYIO T10YTY;

5. Vcnonb3yu TOMBKO 3aiuileHHoe coenrHeHue yepe3 HTTPS,
a He HTTP, T.e. mpu Habope Beb-aZipeca BBOAW WMEHHO
«https://»;

6. B MmobunpHOM TesiedoHe oTKIOUN GyHKIHIO «[ToaKmoueHe
K Wi-Fi aBromaTnueckm». He jgomyckail aBTOMaTH4eCKOro
TIO/IK/TFOUeHUs yCTporicTBa K ceTsim Wi-Fi 6e3 TBoero cornacus.

CorpanbHble CeTU

CouyanbHble CeTM aKTUBHO BXOZST B Hally >XU3Hb, MHOTHeE
oAy paboTaroT U JKUBYT TaM ITOCTOSIHHO, a B Facebook yxke
3aperucTpMpoBaH MW/UIMApA, 4esiOBeK, UTO SIB/ISIETCS OJHOM
ceIbMOU BCeX >KUTeJIel IJIaHeThl.

MHorve T0onb30BaTeM He TMOHUMAKOT, 4YTO HH(OpMalus,
pa3MellleHHass MU B COIA/IbHBIX CeTSAX, MOXXeT ObITh HaiiieHa



M WCMO/b30BaHa KeM YrofHO, B TOM 4ucCie He 00si3aTesbHO C
6/arMU  HamepeHUsIMHU.

OcHOBHbIe COBeThI 110 6e301aCHOCTH B COLIMAbHBIX CETSIX:

1. OrpaHuub CIMCOK Apy3ed. Y Tebs B ApYy3bsiX He AO/DKHO
OBITb CTyYaliHBIX ¥ HE3HAKOMBIX JIIOIEH;

2. 3awminai CBOK YaCTHYH >XM3Hb. He yka3biBal maposiu,
TesieDOHBI, afipeca, JaTy TBOEro POXKAEHUsl U APYTYH0 JTUUHYIO
vHbOpMaLMio. 3/0yMBILUIEHHUKA MOTYT MCIO/b30BaTh [JaXe
MH(OPMALMI0O O TOM, KakK Thl U TBOM DOJWTENH IUIAHUpYyeTe
MPOBECTU KaHUKY/JIbL;

3. 3auminai CBOK penyTaLuio - Iep)KU ee B UACTOTe U 3a/laBau
cebe Bompoc: xoTen Obl Thl, YTOOBI JIpyrue TMOJb30BaTeNN
BUJIe/IM, YTO Thbl 3arpykaewis? [logymaii, mpexxge ueM UTO-TO
ory0/IMKOBaTh, HArWCaTh U 3arpy3uTh;

4. Ec/iy Tl TOBOPHLLIL C JIFOABMH, KOTOPbIX He 3Haelllb, He
WCTIONb3YW CBOE peaslbHOe WMS U IPYTYI0  JINUHYIO
nHGOpPMALMHU: UMsI, MECTO JKUTEeIbCTBA, MECTO yueObl U Mpouee;
5. MW3bGeraii pa3merrienust dororpaduii B iHTepHeTe, T/je ThbI
n300pa’keH Ha MECTHOCTH, 0 KOTOPOW MOXXHO OIpeJesuTh
TBOE MECTOII0/I0KEHNE;

6. Ilpu peructpaiud B COLMANBHON CeTH HE0OX0AUMO
MCTIO/Tb30BaTh CIOXKHBIE TIAPOJIM, COCTosiMe U3 OykB u Ludp u
C KOJINUeCTBOM 3HAKOB He MeHee 8;

7. [nda couuasbHOM  CeTH, MOYTbI W JIPYTUX CaWTOB
Heob6X0IMMO MCMOJIb30BaTh pa3Hble TMapoyid. Toraa ecnu Teds
B3/IOMAlOT, TO 3/I0YMBILJIEHHUKM M0Jy4aT [JOCTYIl TOJILKO K
OJHOMY MeCTY, a He BO BCe Cpasy.

OJIEKTPOHHbIE JIeHbI'U
ONeKTPOHHbIe [eHbIM —  3TO OueHb Y/JO0OHBIA Cr0OCO0
TjIaTeXkel, OIHAKO CYIIeCTBYIOT MOIIIEHHUKHA, KOTOpbIe XOTSAT
TIOJTyUHTh 3TU JI€HBTU.

O/IeKTPOHHbIE JIeHbI'M TOSBU/IMCh COBCEM HEJJaBHO MU MMEHHO
M3-3a 5TOT0 BO MHOTMX TOCYyJapCTBax [0  CUX TMOp He
TIPOMNMCAHO PO HUX B 3aKOHAX.

B Poccum ke oHM (yHKIJMOHUPYIOT M O HUX yyKe TIPOMHCaHO B
3aKOHe, T/le UX Pa3fe/sitoT HA HeCKOJIbKO BUIOB — aHOHHMHBbIE
Y He aHOHUMHbIe. Pa3HuIja B TOM, UTO aHOHUMHBIE - 3TO Te, B
KOTOPBIX pasperaeTcs TPOBO/IUTH ornepaluu 6e3
ujeHTUGUKALIMM  T0Jb30BaTeNisi, a B  HEAHOHUMHBIX
UeHTU(hUKALUY T10/Ib30BaTe ISl IBIIeTCsT 00s13aTe/TbHOM. Takke
crefyeT pas/iduaTh  3JIeKTPOHHbIE (PUaTHbIE [AeHbI'M (paBHbI
roCyJJapCTBEHHBbIM BaalOTaM) U  3JIeKTPOHHbIe He(uaTHbIE
JleHbry (He paBHbI FOCY/JapCTBEHHBIM Ba/ltOTaM).

OcHOBHBIE COBeThI TO Oe3omacHOW paboTe C 3/IEKTPOHHBLIMU
JleHbraMu:

1. TlpuBs>ku K cueTy MOOWIBbHBIA TenedoH. OTO CaMbId
yA0OHbIN U OBICTPBIN CIOCOO BOCCTAHOBUTH JOCTYI K CUETY.
[TpuBsi3aHHBIA  Tesed)OH TIOMOJKET, eciau 3alygjellb  CBOM
IJIaTE)XHBbIM  T1apoJib WM 3akfielllb Ha CalT C He3HaKOMOIO
yCTPOMCTBa;

2.  MWcnone3yu opHopaszoBble mnaponu. [locne mepexoza Ha
YCUIEHHYIO aBTOpH3al[iio Tebe yxe He  OyJeT yrpoxkartb
OMaCHOCTb KPaky WM TepexBaTa MJIaTe>KHOro NapoJis;

3. Boibepu coxHbIN 1Maposib. [IpectymHukaM OyzeT He TIPOCTO
yrajiaTh CJ0KHbIM Mapo/b. Hajie)xHbie MapoiuM — 3TO MapoJiy,
KOTOpbIe COJiep>KaT He MeHee 8 3HAKOB M BK/HOUAIOT B Ce0st
CTPOUHbIe U MPOIUCHBIe OyKBBI, LIW(PBI U HECKOIBKO CHMBOJIOB,
Takue KaK 3Hak Jj0/i1apa, PyHTa, BOCK/IULATebHbINA 3HAK U T.II.
Hanpumep, $tROng!;;

4. He BBOAU CBOM JIMUHBbIE JlaHHble Ha CaliTaX, KOTOPbIM He
JIOBepsielllb.



DJIeKTPOHHAad ToyYTa

DMeKTpPOHHAas MouTa — 3TO TeXHOJIOTUSl U TIpeJoCTaB/isieMble
€0 YCJIyTUW TI0 TIepecbulKe W TOJIYyYEHUIO  3JIeKTPOHHBIX
COOOIIIeHNH, KOTOPbIe pacTipeie/iiioTCs B KOMITbIOTEPHOM CEeTH.
OOBIYHO 371eKTPOHHBIN TIOYTOBBIN SIIUK BBIT/ISIAUT C/I@AYIOLAM
o0Opa3oM: WMs_TI0/b30BaTeIsI(@UMSI_JJOMeHa.
Takke KpoMe Tiepefiaud  IPOCTOrO
BO3MOYKHOCTh Tepe/iaBaTh (Paiisibl.

TEeKCTa4, nmeercs

OcHoBHbIe coBeThl MO 6e3omacHOi paboTe C 3/IEKTPOHHOM
TIOYTOU:

1. Hapo BbIOpaTh NpaBU/IbHBIN MOUTOBBINM cepBUC. B MHTepHeTe
eCTb OTPOMHBIM BbIOOp  GecryiaTHBIX TMOYTOBLIX CEPBUCOB,
OJJHAKO JIyyllle [OBepsITb TeM, KOro 3Haelllb U KTO IepBbIi B
PEUTHHTE;

2. He ykasbiBall B JIMUHOM IOYTe JWYHYHO UHGOPMALHUIO.
Haripumep, nyuriie BbIOpaTh  «MY3bIKaAbHBLIM_(haHAT@» WU
«pok2013» BmecTo «TeMal3»;

3. HWcnonb3yl ABYyX3TAaHYH aBTOPU3aLMi0. DTO KOrJa MOMHUMO
TapoJis HY’KHO BBOJUTh KOJl, MPUChLIaeMbiv 1o SMS;

4. BpiOepu C/I0>KHBIN TapoJib. [/ KaXKJ0ro MOYTOBOIO SIIIIAKa
J0/KeH OBbITb CBOU Ha/leXKHbIN, YCTOWMUMBBINA K B3/IOMY 1apOJib;

5. Ecmu ecTp BO3MOXXHOCTb HanucaTb CaMOMY CBOW JIMYHBIU
BOIIPOC, UCITOJIb3YU 3Ty BO3MOXXKHOCTB;

6. Mcronb3yil HeCKOJBKO MOUYTOBBIX SIIMKOB. [lepBbi st
YaCTHOW TEepernucKu C ajpecaTamH, KOTOPbIM Thl JOBeps€Llb.
OTO 3MEeKTPOHHBIM ajpec He HaA0 WCIOJb30BaTh IpPU
pervcrpalnuu Ha (opymax U cauTax;

7. He oTkpbiBail (haii/ibl U Apyrye BAOXKEHUS] B MUCbMaXxX Jake
eC/IM OHM TIPULIM OT TBOMX Apy3eu. Jlydllle yTOUHM y HUX,
OTIIPABJISUIN JIU OHU TeOe 3T daiibi;

8. Tlocne okoHuaHWsi paboOThl Ha TOYTOBOM CepBUCE Tiepef
3aKpBITHEM BKJIaJIKU C CAaliTOM He 3a0yZb HaXKaTh Ha «BBIATH».

KubepOynmvHT WM BUPTyanbHOE U3/ieBaTeTbCTBO
KubepOyamHr — rpecyie[JoBaHde  COOOIIeHUSIMH,
coJiep)KalliUMU  OCKopOJieHUWs,  arpeccuio,  3aryryMBaHUe;
XYJIUTaHCTBO;  COLIMa/bHOe OOWKOTMpOBaHME C TIOMOIIBIO
Pa3UYHBIX UHTEPHET -CePBUCOB.

OcCHOBHBIE COBETHI 10 O0pLOe ¢ KHOepOyITHHIOM:

1. He Opocaiics B 6oii. Jlyuinii crioco6: TTIOCOBETOBAThCS Kak
cebsi BECTU U, €C/Id HeT TOro, K KOMy MOXKHO 0OpaTUThCS, TO
BHauajie  yCIOKOUThbCSA. EcCM  Thl  HauHelllb  OTBeYaTh
OCKOpO/IeHusIMU Ha  OCKOpO/ieHUs, TO TOJILKO elre Oosbliie
Pa3oXOKeLlb KOH(JIMKT;

2. YmpaBnsii cBoeli KubeppenyTaluei;

3. AHOHUMHOCTH B ceTd MHHUMasi. CyIlleCTBYIOT CITOCOOBI
BBISICHUTD, KTO CTOUT 3@ aHOHMMHBIM aKKayHTOM,;

4. He cTOUT BeCcTH XyJUTAaHCKWW 00pa3 BUPTYalbHOW >KM3HHU.
WHTepHeT (UKCUpyeT BCe TBOM [JEUCTBUSI U COXpaHseT HX.
Y nanuth ux O6yzaeT KpaiiHe 3aTpyAHUTEHHO;

5. Cobmnrozaii CBO# BUPTya/IbHYIO YeCTb CMOJIOAY;

6. WUrHopupyy envHWuHbld  HeratwuB. OJHOpa3oBbIe
ocKopOuTenbHBIE COOOIeHUs ydille WrHOpHUpoBaThb. OOBIYHO
arpeccusi rpeKpalaeTcsi Ha HauajJbHOU CTaJiuu;

7. Ban arpeccopa. B mporpammax o0OMeHa MIrHOBEHHBIMH
COOOITIeHUsIMH, B COLIMA/IbHBIX CeTSX €eCTb  BO3MOJKHOCTh
6JIOKMPOBKY OTTIPABKK COOOITIeHUH C OTIpe/ie/IeHHbIX a/[pecoB;

8. Eom Thl cBUgetenb kubepbysiuHra. TBou [elcTBus:
BBICTYIUTH TPOTUB TpecjefioBaressi, TMOKa3aTb eMy, YTO €ro
JIeViCTBUS  OL|EHWBAIOTCS HEraTMBHO, TOAJEp)KaTb JKepTBY,
KOTOpOM HY>KHa TICUXOJIOTUUecKasi TIOMOIIb, COOOIIUTH
B3POC/BIM O (haKTe arpeCCUBHOTO TOBeIEHUs B CETH.

MobusbHbIN TesedoH
CoBpeMeHHble cMapThOHBI W TUIAHIIETHI cojepkaT B cebe
BMOJIHE B3pPOC/IBbIA (YHKIMOHA/JA, W Ternepb  OHU MOTYT



KOHKYPHUPOBAaTh CO CTAlMOHAPHBIMH KOMITblIOoTepamMu. OfHAKo,
CpeJCTB 3allUTHI AT TI0J0OHBIX YCTPOMCTB IOKAa OYeHb MaJio.
TecTupoBaHHe W TIOUCK YSI3BUMOCTEH B HUX TIPOMCXO/UT He TaK
WHTEHCUBHO, Kak a1 1K, To )ke camoe KacaeTcsi 1 MOOU/TBHBIX
TIPUJIO’KEHU M.

CoBpemMeHHbIe MOOHW/IBbHBIE Opay3epbl y)Ke IpaKTHUUeCKH
JOTHa/IM  HACTOJIbHBIE  AHAJIOTH,  O/IHAKO pacivpeHue
dyHKIMOHanma BiedeT 3a C€o060¥ OOJBIIYI0 CI0KHOCTD U
MeHBIIYI0 3alllyIleHHOCTb. /laleko He Bce TIPOM3BOJUTENN
BBIIIYCKAIOT ~ OOHOBJIEHWS,  3aKpbIBalOIIe  KPUTHUECKHe
YSI3BUMOCTH [IJIsI CBOMX yYCTPOMCTB.

OcHOBHBIE COBeTHI /111 6€301acHOCTH MOOUIBLHOTO TesedoHa:

1. Hwuuero He siB/sieTCsl ToO-HacTosieMy OecriaTHbIM. byzb
OCTOPOJKEH, Belb Korja Tebe  TipeaJiararoT OecrulaTHbIN
KOHTEHT, B HEM MOT'YT ObITb CKPBIThI KaKHe-TO TJIaTHbIE yC/TyTH;
2. [Jlymai, mipexkzie yeM oTripaBuTb SMS, doTto wiu Bugeo. Thl
TOYHO 3Haelllb, TJie OHU OyAyT B KOHEUHOM UTOTe?

3. HeobxomuMo OOHOBJISITH OIEPALIMOHHYIO CHUCTEMY TBOETO
cMapTdOoHa;

4. MWcrionb3yi aHTUBUPYCHbIE MPOTPAMMBI [/ MOOWM/IBHBIX
Tene()OHOB;

5. He 3arpykaii Npuio)keHuss OT HEWU3BECTHOTO MUCTOYHUKA,
Be/lb OHM MOTYT COZiep)KaTb  BPeJOHOCHOe TpOrpaMMHOe
obecrieyeHue;

6. Ilocse Toro Kak Thl BbIW/Ielllb C CailTa, I/l BBOAWI JIAUHYIO
vHbOpMaIuio, 3aiiIi B HACTPOWKK Opay3epa u yzanu cookies;
7. [lepriogiuecK TIpOBepsSiMi Kakue T[UlaTHble YC/IyTH
aKTMBUPOBAaHbI HA TBOEM HOMEDE;

8. /[laBaii cBOM HOMep MOOWILHOTO TesepOHA TOJILKO JIFOJSIM,
KOTOPBIX ThI 3Haelllb U KOMY [I0Bepsi€llib;

9. Bluetooth momkeH OBITH BBLIKTIOUEH, KOrZla Thl UM He
ToJib3yelbcsi. He 3a0biBaii MHOTja POBEPSTH 3TO.

Online urpsl

CoBpeMeHHbIe OHJIAH-UTPbI — 3TO KPAaCOUHbBIe, 3aXBaThIBAIOII[HE
pa3B/eueHusi, 00beAUHSIONIe COTHU THICSY UesioBeK T0 BCEMY
Mupy. IrpoKu uCC/eAyoT AaHHbIA UM MHUD, 0OIIat0TCs APYT C
OPYTOM, BBITIOMHSIIOT 3a/laHUs, CPa)KalOTCs C MOHCTpaMHU U
TI0/IyYaroT OINBIT. 3a Yy/IOBOJILCTBHME OHM TUIATAT: TIOKYIIAIOT
JIMCK, OIUIAaUMBAlOT abOHEMEeHT WM IIPUOOpeTaroT KaKhe-TO
OTTLIVY.

Bce 3Tu cpejcTBa MAYT Ha MOJJep)KaHUe U pa3BUTHE WUIPHIL, a
TaK)Ke Ha caMy 6e301acHOCTb:

COBEPLLIEHCTBYIOTCS CUCTEMbI aBTOPM3alliW, BbITYCKaOTCS
HOBble mnartud (UudpoBbIe 3ariaTKu  Jid Mporpamm),
3aKpbIBAIOTCS YSI3BUMOCTH CEPBEPOB.

B mnopobHbIX Wrpax CTOWUT OracaTtbCsl He CTOMbKO CBOHWX
COTIePHUKOB, CKOJIbKO KpaXW TBOEro Maposis, Ha KOTOPOM
OCHOBAaHa CUCTeMa aBTOpH3aLiiu OOJBIIIMHCTBA UTP.

OcHOBHble COBeTbl TI0 0e30MacCHOCTM TBOET0 WrPOBOTO
aKKayHTa:

1. Ecmu apyroit urpok BefeT cebs IJIOX0 WK CO3ZaeT Tebe
HeTpUSITHOCTH, 3a0JIOKUPYH ero B CIIMCKe UTPOKOB;

2. Tloxkanylcsi alMUHUCTpaTOpPaM Urphbl Ha TIJIOX0e TOBe/ieHre
3TOT0  WrPOKa,  ’KeaTebHo TIPUWIOXKUTh  KaKue-TO
Jl0Ka3aTe/bCTBA B BU/Ie CKDUHOB;

3. He yka3biBaii TMUHYO0 WHPOPMALIMIO B poaiisie Urphl;
YBakail Jpyrux y4aCTHUKOB I10 UTPE;

He ycranaBnvBaii HeouLMaibHble aTYu U MO/IbI;
Vcnonb3yit C/I05KHBIE U pa3Hble Naposiy;

[la>ke BO BpeMsi MIPbl HE CTOWT OTK/IHOUaTh aHTUBUPYC. [Toka
ThI UTPaelllb, TBOM KOMITbIOTEP MOTYT 3apasuTh.

No Uk



@UIIMHT WM KpaXka JIMUHBIX JAaHHBIX:

OOBIYHOM KpaXkeM JIeHeT U JJOKYMEHTOB CeTro/[Hs y)ke HUKOTO He
YVBULLb, HO C pasBUTMEM  HWHTEPHEeT-TeXHOJIOTUM
3/I0yMBILJIEHHUKH [I€PEMEeCTH/IMCh B UHTEPHET, U TPOJ0JDKAI0T
3aHUMAThCSl «THOOUMBIM» [IeTIOM.

Tak mosiBUIach HOBasg yrpo3a: MHTEPHET-MOIIEHHWYeCTBa WU
GUIIMHT, TJaBHas 1e/lb KOTOPOrO COCTOMT B TIO/Iy4eHUU

KOH(UEeHLIMabHBIX [aHHbIX T0JIb30BaTesield — JIOTUHOB U
naponeid. Ha aHryuiickom s3bike phishing uyuTaetcsi kak
¢uimnr (ot fishing — pribHas yioBisi, password — Tapoiib).

OcHOBHBIe COBeThI 0 60pbOe ¢ hUIITMHTOM:

1. Cnemu 3a cBouM akkayHTOM. EC/U Thl mogo3peBaellb, UTO
TBOSI aHKeTa Oblsla B3/l0MaHa, TO HeoOX0AUMO 3ab/I0KHPOBAaTh
ee ¥ COOOIUTh aIMUHUCTPATOPaM pecypca 00 3TOM KaK MOJKHO
CKODpee;

2. Wcnionb3yit 6e3oracHble BeO-caliThbl, B TOM UHC/ie, UHTeDHET-
MarasvHOB Y TIOMCKOBBIX CUCTEM;

3. MWcrnonb3yii cro)kHble U pa3Hble Tlapoiu. Takum obpasowm,
ecsiu TeOsi B3/IOMAlOT, TO 3/IOYMBIIIEHHUKH TO/IyYaT AOCTYI
TOJIbKO K OJHOMY TBOeMY NPO(UIIIO B CETH, a He KO BCeM;

4. Ecmu Tebsi B3/loManu, TO HeOOXOAMMO TpeAyTpeauTb BCeX
CBOMX 3HAKOMbBIX, KOTOpble f00aBfieHbl y TeOsi B PY3bsiX, O
TOM, UTO TeOsi B3/IOMa/ii U, BO3MOXKHO, OT TBOETO UMeHU OyeT
pacchUIaThCs CIlaM U CChLTKU Ha (DUILIMHTOBBIE CaWThI;

5. YcraHoBU HajiexxHbI naposib (PIN) Ha MoOMIbHBIN TeedoH;
6. OTk/IIOUM coXpaHeHHe TapoJisi B Opay3epe;

7. He oTkpbiBail (hal/ibl U Apyrye BIOXKEHUS] B MUCbMaXxX Jake
eCIM OHHU TIPUIUIA OT TBOMX [Jpy3ei. Jlyullle yTOUHU y HUX,
OTITIPABJISLIN JI1 OHU Tebe 3T daiibr;

[udposas penyTtaius

LudpoBasi pernyTtanusi - 5TO HeraTMBHAas WM TO3UTHUBHAas
nHdopmarius B cetr o Tebe. KomnpomeTupytomiast uHboOpMariys
pa3MellleHHassT B WHTepHeTe MOXeT Cepbe3HbIM 00pa3oM
OTPa3uUTbCS Ha TBOEM PeaslbHOM >KU3HU.

«udposBass penyrauus» - 3TO TBOM UMUK, KOTOPBIU
dopmupyeTcst u3 uHGOpPMaIK 0 Tebe B UHTEpHETe.

TBoe MecTo KUTe/bCTBa, yueObl, TBOe (PrHAHCOBOE TI0JIOXKEHUE,
0c0OeHHOCTH XapakTepa W paccka3bl 0O OJM3KUX — BCe 3TO
HaKaruiMiBaeTcs B CETHU.

MHoruve MoJpOCTKHU JeTKOMbICIEHHO OTHOCSITCSI K TyOJ/IMKaI[uu
nuuHoY uHGopMaiuu B VIHTepHeTe, He MOHMMasi BO3MOYKHBIX
nocsiecTBUM. Thl Jaxke He CMOJKellb [JOraflaTbCs O TOM, UTO
dortorpadusi, pa3MellleHHasi 5 JieT Has3aj, CTajla MNPUUYUHOU
OTKa3a NpUHSATH Tebst Ha paboTy.

KommeHTapuu, pa3MelljeHre TBoux doTtorpadguii u apyrue
JIleMICTBUSI MOTYT He MCUe3HyTh Ja)ke Mocjae TOro, Kak Thl UX
yAamviib. Thl He 3Haellb, KTO COXPaHW/I 3Ty HH(OPMaLHIO,
Tonasa Jii OHa B TIOMCKOBBbIe CUCTEeMbI M COXPaHU/IACh JIU OHa, a
TJIaBHOE: UTO MOAYMAalOT O Tebe OKpy)Karoiee JIFou, KOTOpbIe
HauJyT U yBUAAT 3T0. HaliTh MH(pOpMaLMI0 MHOTO JIET CITyCTS
cMOXeT moboli — Kak U3 A00pbiX MOOYXK[eHWd, Tak U C
HaMepeHHeM TIPUUMHUTL BpeJ. DTO MOKeT ObITh KTO YTOAHO.

OcCHOBHbIe COBeTHI 110 3all[yTe LU(PPOBOM peryTaluu:

1. Tlomymatii, Tipekie yeM 4TO-TO MyOJMKOBATh U MepefaBaTh y
cebs1 B 6/10T€ UK B COLIMA/IBHOM CeTH;

2. B Hacrpoiikax Tmipoduis yCTaHOBU OrpaHWYeHUsi Ha
TIPOCMOTP TBOEro mpodusisi U ero COAep>KUMOro, CAeail ero
TOMBKO «JJIs1 IPy3€ei»;



3. He pa3smeljaii ¥ He yKa3biBail MHGOPMAI[UIO, KOTOPasi MOXET
KOT'0-TM00 OCKOPO/ISTh U/ OOVIKaTh.

ABTOpCKOe 1paBo
CoBpeMeHHbIe  TIKOJTbHUKH— aKTUBHBIE  TI0JTb30BaTe/H
1dpoBoro mpocrpaHcTBa. OfHAKO /1a/leKo He BCe 3HAIOT, UTO
MO/Ib30BaHWe MHOTMMH BO3MOXXHOCTSIMUA ITM(POBOrO  MHpa
Tpebyer coOmoieHrsi  TIpaB Ha HWHTe/JIEKTya/IbHYI0
COOCTBEHHOCT.

TepMuH «uHTe/IEKTya bHasE COOCTBEHHOCTb» OTHOCUTCSI K
Pa3IMUHBIM TBOPEHHUSIM Ue/I0OBEUeCKOT0 yMa, HauWHas C HOBBIX
n300peTeHU UM 3HAKOB, 0003HAYaKL[MX COOCTBEHHOCTb Ha
MPOAYKTBI U YCIYTH, U 3aKaHUWBasi KHUramu, ortorpadusamu,
KUHOMUIbMaMU Y MY3bIKa/IbHBIMU TIPOW3Be/IeHHSIMHU.

ABTOpCKMe mTpaBa — S3TO TMpaBa HAa WHTE/UIEKTYa/lbHYIO
COOCTBEHHOCTh Ha TIPOM3Be/leHUS] HAyKH,  JIUTepaTyphl U
VICKyCCTBa. ABTOPCKHKe MpaBa BbICTYMAaKT B KaueCTBe rapaHTUU
TOrO, UTO WHTEJJIEKTya/bHbIA/TBOPUECKUM TPYyJ  aBTOpa He
Oyzer HarpacHbIM, JaCT €My CITpaBe/l/TUBbie BO3MOKHOCTH
3apaboTtaTh Ha pe3yJbTaTaX CBOEro TpPyZAQd, IIOJIyUUTh
V3BEeCTHOCTb U MIPU3HAHUE.

Hukro 6e3 pa3peliieHHs] aBTOpa He MOXKET BOCIIPOU3BO/IUTDL €T0
NpOU3BeZieHre, PaclpOCTPaHsTh, MyOJIUYHO IeMOHCTPUPOBATh,
npo/ilaBaTh, WMIIOPTUPOBATh, MyCKaTh B MPOKAT, MyOJUYHO
VCTIOJIHATh, TO0Ka3bIBaTh/UCMOJHATh B 3¢Mpe WK pa3MeliaTh B
NHuTtepHere.

Vcrionb3oBaHue «IMMPATCKOr0» ITPOrPAMMHOr0 oOecreueHust
MOJKeT TPUBECTM K MHOTMM pUCKaM: OT TIOTepU [aHHBbIX K
TBOMM aKKayHTaM [0 OJIOKUDOBKM TBOEro YCTPOWCTBa, TIjie
YCTaHOBJIEHHbIM He JierajbHas nporpamma. He crtout Takxke
3a0bIBaTh, UTO CYIIECTBYeT JierajibHble U  OecruiaTHbIe
MpOrpaMMbl, KOTOPbIe MOYKHO HaWTU B ceTu VIHTepeHeT.

Codmedenue npocmpix
npasus padomel € cemu
Humepuem nozsonum
eam usbexncamo MHO2UX
npodnem.
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